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Leading the world’s OT unidirectional gateway market with superior
solutions, worldwide presence, and proven track record of success

Key Sectors: 4" 4 E ke @ 0 i

Power Oil & Gas Rails Facilities Water Manufacturing  Government
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> Threat Report - OT Cyber Attacks with Physical Impacts

Deliberate Attacks —
not equipment failures, nor errors or omissions

With Physical Consequences -

not near misses, not data theft only, not crippled IT but OT
kept working

In the Focus Industries -
building automation, manufacturing, heavy industry and
critical industrial infrastructure

In the Public Record -
no confidential disclosures

The complete data set is included in
Appendix A, with links you can follow to
read the original reports yourself.
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> Threat Report - OT Cyber Attacks with Physical Impacts

Exponential Growth -

nearly doubling every year — 68 attacks in 2023

impacting more than 500 sites

Ransomware — most attacks

most sophisticated use nation-state-grade TTPs

Nation-States — E.g. Volt Typhoon, Sandworm, etc.

Hacktivists - target critical infrastructures

Threat Actor Mix (2010 — 2023 YE):
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B Ransomware

m Unknown

m Supply Chain
Nation State

m Hacktivist
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Attacks with physical consequences

waterfall

Threat Report

ot Cyberottocks with
phys'\CO\ consequences

waterfall-security.com/2024-threat-report
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» Known Attack Types, from 2010 to present

Key Takeaway: Two-thirds (2/3) of known attacks indirectlyimpact OT
“Abundance of Caution” — 35% shut down pre-emptively to protect OT
Dependencies - 31% shut down as IT systems & 3@ parties are essential to operations
Target OT Directly — Renaining 28% manipulate, encrypt or impair OT (various ways)

m Indirect Abundance of Caution
m Indirect IT Dependency
m Indirect 3rd Party
Direct: OT
Dir: Poor Segmentation
m Dir: IT Pivots
m Dir: Supply Chain
m Dir: Insider
m Unknown

The data shows: Almost all attributable attacks directly targeting
OT are perpetrated by hacktivists & nation states
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> Relevancy to South Asia & Clean Energy Transition

Cyber Attacks — Now A Global, Pervasive Problem
physical consequences continue to increase, as do the 120
number of affected sites and costs of compromise 100

Nation States and Ransomware - like Volt Typhoon °

target critical infrastructures and cannot be ignored o0
40

Projected

Modern ICS/OT design for the clean energy transition-
Can not afford to spend the bulk of precious financial

resources in cyber incident response and recovery, or _; - A w
suffer costly shutdowns, safety & environ. impacts SS8RRRR’RREge L]
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CIE and Engineering Grade Protections -
powerful new ways of looking at OT security design with waterfall * T

strong solutions that were previously overlooked
Threat Report

o7 Cyberottccks with
phys'\co\ consequences

rees.machtemes@waterfall-security.com
https://www.linkedin.com/in/reeskm/

waterfall-security.com/2024-threat-report
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